Hpunoxenne Ne2. UnopMannonHas naMaTKa s 00y4arOIIUXCs /151 pa3MelleHns Ha
opunmnaabHbiXx UHTEpHET-pecypcax

C KaxxJpIM TOJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCS OOJIbINIE, a IIKOJLHUKU OJIHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOJeMbl. DTa MaMsATKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJUTHCS B CETH.

Komnvromepuvie supycoi

KoMmnbroTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIbHOM
0COOEHHOCTBIO KOTOPOH SBJIIETCSI CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B 1omosnHeHue K 3ToMy,
BUPYCHI MOT'YT MOBPEUTH UJIU MOJTHOCTHIO YHUUTOXKUTH BCe (Daiiiibl U TaHHBIE, TOIKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIA 3allyleHa 3apak€HHAs IPOrpaMMa, a TaKKe MOBPEIUTh
WM JJa)K€ YHUUYTOXKUThH ONEPALOHHYIO CUCTEMY CO BceMM (aiiamu B 1ejoM. B GonblinHCTBE
CJIy4aeB paclpOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yit coBpeMeHHbIE OTIEPALlMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBI YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IPOTPaMM;

2. TlocrossHHO ycTaHaBiIHMBall madTd (IM(GPOBBIC 3aIUTATKH, KOTOpPHIE aBTOMATHUYECKH
YCTaHABIIMBAIOTCS C LEJIbI0 JAOPaOTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHHS CBOEH
omnepanroHHOM cucTteMbl. CKauynBail MX TOJBKO ¢ OHUIIMATBEHOTO caiiTa pa3paboTynka
OC. Ecnu cymiecTByeT pekMM aBTOMAaTHYECKOTO OOHOBIICHHS, BKITFOYH €T0;

3. PaGotail Ha cBoeM KOMIBIOTEPE MO/ MpaBaMU MOJIb30BATENS, @ HE aIMUHUCTPATOPA.
3T0 HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HHCTAJUIUPOBATHCS HA TBOEM
MIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE MTPOTrPAMMHBIE MPOYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

Orpanudb QU3NYECKUI JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcnomnb3yii BHEIIHME HOCUTETU NHPOPMAIUH, TaKhe Kak (ielika, TucK uiu daii u3
WHTEPHETA, TOJIBKO U3 MPOGEPEHHBIX HICTOYHUKOB;

7. He otkpbiBail KOMIbIOTEpHbIE (DaliIbl, MOJTYUYEHHbIE U3 HEHAIEKHBIX MCTOUYHUKOB.
Jlaxxe Te (ailyibl, KOTOpBIE MpHUCIaT TBOW 3HAKOMBIA. Jlydie yTOYHHM Yy HeEro,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 510 He BU Hiepeiauul TaHHBIX, HE TEXHOJIOTHS, @ BCETo JIMIb OpeH I, Mapka. Ere
B 1991 roay Hunepnanackas kommanus 3apeructpuponana Openn « WECAy», uro o603Hauano
cinoBocouetanne « Wireless Fidelity», KoTOpbliii mepeBOUTCS KaK «OeCpOBOIHAS TOUHOCTDY.

Jlo Hamiero BpeMeHHM Jolia jApyras abOpeBuaTypa, KOTopas SBISETCS TakKoil ke
TexHosiorueil. Iro abopeBuatypa « Wi-Fiy. Takoe Ha3BaHMEe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbICIIMi 3BykOBOM TexHUKHU Hi-Fi, uTo B mepeBojie 03HauaeT «BBICOKAs TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(pe, OTCIIX WU a’poIopTax ABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJld B UHTCPHCT. Ho mHoOrme 9KCIICPThI CHUTAIOT, YTO OGIJ.IC,Z[OCTYHHLIC Wi-Fi

CETHU HE SBJISIOTCS 0€30IaCHBIMH.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmea0cTynHbIX ceTsax Wi-fi:
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He nepenaBaii cBoro nuuHyro uHpopMaiio uepe3 obmenoctynubie Wi-Fi cern.
PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MAPOJIH JI0CTYIIA, JOTHHBI M KAKHEe-TO HOMEpa;
Hcnonb3yit 1 0OHOBIISI aHTHUBUPYCHBIE MPOTpaMMBbl U Opanamayep. TeM cambIM ThI
obe3omacuiib ce0s OT 3aKaYKy BUPYyCa Ha TBOE YCTPOICTBO;

[Ipu wucnonp3oBanuu Wi-Fi oTtkmoun ¢ynkmuio «OO0muii moctyn k ¢ainam u
npuHTepam». JlaHHasg QYHKUMS 3aKpbiTa IO YMOJYAaHHUIO, OJIHAKO HEKOTOpbIE
MOJIb30BATEN AKTUBUPYIOT €€ /ISl yA00CTBa UCTIONIb30BaHus B paboTe mim y4eoe;

He ucnone3yit nyomuuneiii WI-FI myist mepenaun nUYHBIX JaHHBIX, HapuUMep s
BBIXOJIa B COI[MAJIbHBIE CETU WJIM B JIEKTPOHHYIO IIOUTY;

Nnons3yit Tosbko 3amuuieHHoe coenuHenue uepes HTTPS, a ne HTTP, T.e. npu
Habope BeO-anapeca BBoAM UMEHHO «https://»;

B wmoOunbHOM Tenepone otkmoun  pynkuuio  «[lomkmrouenne k- Wi-Fi
aBToMarnuyeckn». He normyckaii aBTOMaTH4ECKOTO IMOJIKIIFOUYEHNs YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacusi.

COIzﬂlel]leble cemu

ConuanbHble CETH aKTUBHO BXOJST B HAIIly )KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT TaM
nmocTtosiHHO, a B Facebook yxke 3aperucTpupoBaH MIULTHAPA YEIOBEK, YTO SIBISCTCS OJHOM
celbMON BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHa K€M YIOJHO, B
TOM 4HcJIe He 0053aTeNbHO C OJIaruMU HAMEPEHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COMaJIbHBIX CETAX:

1.

2.

Orpannup CIHUCOK Jpy3ei. Y TeOsi B JAPY3bsAX HE JODKHO OBITh CIydyalHBIX W
HE3HAKOMBIX JTIOCH;

3amuiai CBOI YacTHYIO XKW3Hb. He ykaspiBail maposu, TenedoHBI, aapeca, IaTy
TBOETO POXICHUS M JPYryl0 JUYHYIO HH(OpManuio. 3M0YMBIIUIEHHUKH MOTYT
HCIOJIb30BaTh Jake MHQOPMAIMIO O TOM, KaK Thl U TBOM POIUTENH IUIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3amuiail CBOIO peryTaluio - IEp>KU €€ B UUCTOTE U 33/1aBail cede BOIpocC: X0Temd Obl
ThI, 4TOOBI APYrUe MOJB30BATENU BUICIHU, YTO Thl 3arpyxkaeuisb? [lomymaii, mpexne
YeM YTO-TO OMyOJIMKOBaTh, HAIMCATh U 3arPy3UTh;

Ecnu TBI roBOpUIIIB C JTI0JIbMU, KOTOPBIX HE 3HACIIL, HE UCIIOJIb3YH CBOE PEeabHOE UMSI
U JAPYryIo JIMYHYIO0 UH(pOpMAIK: UMS, MECTO )KUTEIbCTBA, MECTO YueObl U Mpoyee;
N30berait pazmerienus potorpaduii B IHTepHeTe, re Thl U300paXKeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OMPENEIUTh TBOE MECTOTIOJIOKEHHE,

[Ipu peructpainuu B COIMAIBHOMN CETH HEOOXOAUMO MCIOJIB30BaTh CI0XKHBIE MapOIH,
cocrosiue U3 OyKB ¥ HUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

JlJis conanbHOM CeTH, MOYTHl U JPYTrUX CAaWTOB HEOOXOAMMO HCHOIB30BaTh Pa3HbIC
napomnu. Toraa eciau Te0si B3IOMAIOT, TO 3JI0YMBIINIICHHUKH MOIy4aT JOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

Dnexmponnvle OeHveu

aﬂeKTpOHHLIe ACHBI' — OTO OYCHb y,[[O6HLII>i cIoco0 HJ'IaTe)KefI, OJIHAKO CYIICCTBYIOT
MOIICHHUKHU, KOTOPBIC XOTAT IIOJTYUYUTb 3TU ACHBI'U.

aﬂeKTpOHHLIC JACHbI'n MOABUINCH COBCEM HCIAaBHO M MMCHHO H3-3a 3TOI'0O BO MHOT'HX
rocyaapCrBax 10 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.
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B Poccun sxe oHM (DYHKITMOHHUPYIOT U O HUX YK€ MPOTIHCAHO B 3aKOHE, TJIE UX Pa3AeisaioT
Ha HECKOJIKO BUJIOB — aHOHUMHbBIE U HE aHOHUMHBbIE. PasHu1a B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercs MPOBOAUTH Olnepaunu 0e3 WACHTU(HUKAIMKM IOJb30BaTeNs, a B
HEAHOHMMHBIX UICHTH()UKALINY TOIb30BATEIS SBIAETCS 0053aTeIBHOM.

Taxoke ciemyer pa3inyarh SJIEKTPOHHBIE (HATHBIE NEHBIH (PaBHBI TOCYIAPCTBEHHBIM
BAJIIOTaM) U JIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu k cuery MOOWIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTAHOBHTBH JOCTYN K cueTy. llpuBs3aHHBIA TenedoH MOMOXKET, eciau 3a0yneb
CBOM MUIATEKHBIN MApOJIb WIIA 3alI€IIb HA CANT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnons3yii omqHOpa3zoBkie maposd. [Tocie mepexoa Ha yCHICHHYIO aBTOPU3AIINIO TeOe
yKe He OYJIeT yrposkaTh OMACHOCTh KPaXKU WM NIepexBaTa IJIaTeXKHOT0 apoJis;

3. Bwibepu cioxsbIld maponb. [IpecTymHukamM OyneT HE MPOCTO yrajath CIIOKHBIN
napoib. HanexHsle mapoau — 3To mapoJin, KOTOphIE COAepkKaT HE MEHee 8 3HaKOB U
BKJIIOUAIOT B ce0s CTPOYHBIE U MPOIMUCHBIE OYKBBI, IM(PPHl U HECKOJIBKO CHUMBOJIOB,
TaKKMe KaK 3HaK J0Juiapa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CaliTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNeKTpOHHAs MOYTa — 3TO TEXHOJOTHS U MPEIOCTABISIEMBIC €10 YCIYTH 10 MEPEChUIKE 1
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUH, KOTOPBIC PACIPEICNISIOTCS B KOMITBIOTEPHOW CETH.
OO0BIYHO AIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obOpazom:
WUMsI_TIOJIB30BaTENA(@WHUMS_JIOMEHA. Takke KpoMe Tiepeladyd MpPOCTOro TEKCTa, HWMEeTCs
BO3MOJKHOCTB TIepe/iaBaTh (auJbl.

OcCHOBHBIE COBETHI IO O€30TaCHOM PadOTEe C AMEKTPOHHOMN MOYTOM:

1. Hano BeIOpaTh MpaBWIIbHBINA TIOYTOBBIN CepBUC. B HHTEpHETE €CTh OIPOMHBIN BHIOOD
OecIJIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIyYlIEe JOBEPSTh TEM, KOTO 3HAEIIb U KTO
MEePBBI B PEUTUHIE;

2. He yka3piBaii B TUYHOW mouTe JHUHYH HHPopmanuio. Hanpumep, mydmie BeIOpaTh
«MY3BIKQIbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonp3yii NIByXdTanmHy0 aBTOPU3ALKI0. DTO KOTJa TOMUMO HapoJisi HY>)KHO BBOJUTh
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BpiOepu clIoXHBIM mapoib. [ KaXJ0To MOYTOBOTO SIIMKA JOJDKEH OBITH CBOM
HaJIeXKHBIM, YCTOMUMBBINA K B3JIOMY N1apOJib;

5. Ecnu ectb BO3MOXKHOCTh HAmMcaTh CaMOMY CBOM JIMYHBIA BOMPOC, UCIOJB3YH 3TY
BO3MOXKHOCTb;

6. Hcmonb3yii HECKOJbKO TMOYTOBBIX SIIMKOB. [lepBBIif Ui 4YacTHOM NEPENUCKU C
ajgpecataMH, KOTOPbIM Tbl JIOBEpsi€llb. OJTO DOJEKTPOHHBIM aJpec He Hauo
WCIOJIb30BaTh MIPH PErUCTpaluu Ha popyMax u caifTax;

7. He oTkpbiBaii hailsbl U Ipyrue BIOKEHHUS B MUCbMaX Ja)Ke €CJIM OHU MPUIILITN OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TU (haiibl;

8. Tlocne oxoHuaHus pabOTHI HA TIOYTOBOM CEPBHCE TIEPE 3aKPHITHEM BKIIAIKU C CATOM
He 3a0y1p HaKaTh Ha «BeIATHY.
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Kubepbynnune unu supmyanvHoe uz0e8amenbcmeo

KubepOymnuHr — TmpecieoBaHue COOOIICHUSIMH, COJAEPKAIUMH  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO Pa3IMYHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1.

N

o

He Opocaiicst B 60ii. JIyummii crmoco0: MoCOBETOBATHCS Kak ce0sl BECTH M, €CITU HET
TOr0, K KOMY MO>XHO OOpaTHUThCS, TO BHadajle YCIIOKOMThCS. Eciau Thl HauHelIb
0TBEYAaTh OCKOPOJICHUSIMH Ha OCKOPOJICHHS, TO TOJIKO €IIe OOJIbIIE Pa30XkIKellb
KOH(QJIUKT;

VYnpasinsii cBoeil kubeppenyranuei;

AHOHMMHOCTH B ceTd MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

He crout BecTn xynuranckuii o0pa3 BUpTyajabHOM xu3HU. IHTEpHET Qukcupyer Bce
TBOU JICHCTBUS U COXPAHSET UX. Y IaTUTh UX OyAET KpailHe 3aTpyTHUTEIHHO;
Co0mroail cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit equHnuHbIi Heratus. OHOpPa30Bble OCKOPOUTEIbHBIE COOOILIEHHS JTyIlie
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTauu;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COIHATBHBIX
CeTSIX €CThb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMpeeNeHHbIX
aJpecoB;

Eciu Te1 cBunerens kubepOyminHra. TBoum fAeWCTBHA: BBICTYNHTH IPOTHB
IpeciIeaoBarens, IMOKa3aTb €My, YTO €ro JCHUCTBHA OLICHHUBAIOTCS HETATHUBHO,
NOJJIEPKATh KEPTBY, KOTOPOH HY)KHa IICUXOJIOTHYECKas IOMOIIb, COOOIIUTH
B3pOCIBIM O (PaKTE arpecCUBHOTO MOBEACHUS B CETH.

Mobunvusiit meneghon

CoBpemeHHbIe cMapT(OHBI U IJIAHIIETHI COIEPKAT B ce0e BIIOIHE B3POCIbINA (PYHKIIMOHAL,
U Temnepb OHU MOTYT KOHKYPUPOBATh CO CTAallMOHAPHBIMH KommbioTepamu. OIHAKO, CPEICTB
3aIUTHI AJ1s1 TOJOOHBIX YCTPOMCTB MOKA 0YEHb Masio. TeCTUPOBAaHUE U MOUCK YA3BUMOCTEN B HUX
MIPOMCXOUT HE TaK MHTeHCUBHO, Kak Juis [1K, To jxe camoe kacaeTcs 1 MOOMITBHBIX MPUIIOKEHUIA.

CoBpeMeHHBIC MOOMIIBHBIE Opay3epbl y)Ke MPAaKTHUYECKH JOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHaKO pacimmpeHue (yHKIMOHAIa Ble4eT 3a co00il OOMNBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIUIIEHHOCTD.

[[aneKo HC BCC IIPOU3BOAUTECIIA BBIITYCKAIOT O6HOBH€HI/I${, 3aKPbIBAOIINEC KPUTUYCCKUC
YA3BUMOCTHU UIA CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETBI JJIsL 0€30IMacCHOCTH MOOHILHOTO TeJ'Ie(I)OHaZ

1.

ok w

Huuero He siBiseTcs no-HacToseMy OecriaTHbIM. By ocTOposkeH, Beb Koraa Tebe
IpeularaloT OecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKpBITBI KakKHe-TO IUIaTHbIE
YCIIyTH;

Hymaii, npexae yem otnpaBuTh SMS, ¢oto mnu Bujaeo. Thl TOUHO 3HAEIIb, I/I€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 11 MOOWJIBHBIX TeNe(OHOB;

He 3arpyxail NpunoxeHust OT HEU3BECTHOIO UCTOYHUKA, BEIb OHU MOTYT COJEpXKaTh
BPEJOHOCHOE NIPOrpaMMHOE 00ECIIEUEHUE;
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6. Ilocme Toro Kak THl BBIMJCIIb C CaiiTa, Ii€ BBOAWI JUYHYIO WH(POPMAIIHIO, 321 B

HacTpoiiku Opay3epa u yaamu cookies;

[leproanyecku mpoBepsii Kakue MIATHbIE YCIYTH aKTUBUPOBAHbBI HA TBOEM HOMEpE;

8. aBaii cBoii HOMEp MOOMIBHOTO Tene(oHa TOJBKO JIIOJSIM, KOTOPBIX Thl 3HACIIb M
KOMY JIOBEpsICIIb;

9. Bluetooth momxeH ObITH BBIKIIOUEH, KOT/IAa ThI MM HE MOJIb3yemibcs. He 3a0biBaii
WHOT/1a TIPOBEPSATH 3TO.

~

Online uepwvi

CoBpeMeHHbIE OHJAMH-UTPBl — 3TO KpAacoOYHbIE, 3aXBaTHIBAIOLIUE pa3BJICUCHUS,
00BEAMHSIONINE COTHU ThICAY YENIOBEK 10 BceMy Mupy. Urpoku mccienyroT JaHHBIA UM MHUp,
0OLIAIOTCS IPYT € APYrOM, BBITIOJHSIOT 3aJaHUsI, CPAXKAIOTCS C MOHCTPAMU U MOJIy4aloT OMBIT. 3a
YI0BOJIBCTBHE OHM IUIATAT: MOKYIMAIOT JUCK, OMJIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KaKue-
TO OTIUH.

Bce a1t cpenctBa uayr Ha MOJAEp)KaHME W pa3BUTHE WIPbl, a TakXKe Ha camy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPHU3AIMM, BBITYCKAIOTCS HOBBIE MAaT4H
(undpoBkIe 3amIaTKy Ui IPOrpaMM), 3aKphIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO}IO6HBIX HUrpax CTOHT OIlaCcaTbCd HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCTO IMapoJisad, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlINHN OOIBIIMHCTBA urp.

OcCHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu npyroit urpok BeaeT ceOs MIOX0 WK CO3/IaeT TeOe HEMPUATHOCTH, 3a0I0KUPYI
€ro B CIHICKE UTPOKOB;

[loxanmyiics agMUHUCTpaTOpaM UIPbl Ha IUIOXO€ TIOBEICHHE 3TOT0 UrpoKa,
JKeJaTeabHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPUHOB;

He ykaspiBait inunyto nadopmanuio B mpodaiisie urpel;

VYBaxall Ipyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

Hcnonb3yit ciioXHbIE U pa3HbIe apoJiu;

Jlaske BO BpeMsi UTpbl HE CTOUT OTKIIOYaTh aHTHBUpYC. [loka Thl Wrpaeus, TBOM
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

No ok ow

Quiune unu Kpasca Tu4Hsblx OaHHbIX

OObIYHON Kpasked [eHer M JOKYMEHTOB CEerofHs YK€ HHKOro He yauBufillb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKHA TEPEeMECTWINCh B HHTEPHET, U
MIPOI0JDKAIOT 3aHUMAThCS «JTIOOUMBIMY JICJIOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (UILMHT, TJIaBHas Ieb
KOTOPOT'O COCTOUT B MNOJY4YEHUH KOH(PUICHIMAIbHBIX JAaHHBIX IMOJb30BaTENIel — JIOTMHOB U
naposiei. Ha anrnmiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHast 0B,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (PUIINHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciu Thl mMojo3peBaelib, YTO TBOS aHKETa OblLia
B3JIOMaHa, TO HEOOX0JMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPAaTOpaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcnonp3yit 6e30macHble BeO-CalThl, B TOM YHUCIIE, UHTEPHET-Mara3uHoOB U MOMCKOBBIX
CHCTEM;
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3. Hcnonw3yii crnoxHble U pa3Hble mapoiu. Takum oOpa3oM, eciu Teds B3JIOMAIOT, TO
37OYMBIIIJICHHUKH TIOJIy4YaT JIOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B310MaNM, TO HEOOXOIMMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMAlU M, BO3MOXKHO, OT TBOETO

UMEHH OYy/IET PacChIIAThCS CIIaM U CCBUIKM Ha (PUIIMHTOBBIE CAMTHI;

YcranoBu HagexHbIi mapois (PIN) Ha MoOWIBHEI TenedoH;

OTKIIIOYM COXpaHEHUE MMapoJst B Opaysepe;

7. He oTkpbIBaii paiisl U qpyrue BIOKESHUS B MUChMAaXx Ja)Ke €CIIM OHH MPUIILIIH OT TBOUX
npyseid. Jlydine yrouHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (aiiibl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3T0 HEraTUBHAs WM MO3UTUBHAs MH(OpMaIMs B CETU O TeOe.
Kommnpomerupytomas uHpopMmaiusi pa3MelleHHas B HHTEPHETE MOXKET CEpbEe3HbIM 00pazom
OTpa3UThCs Ha TBOEH peanbHOU ku3HU. «l{udposas pemyrauus» - 370 TBOM UMUK, KOTOPBII
¢dbopmupyetcs u3 nHopmanuu o Tede B UHTEPHETE.

TBoe MecTo JKUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKkTepa
M paccKasbl 0 OJIM3KHX — BCE 9TO HAKAIUINBAETCS B CETH.

MHorue noJipoCcTKH JIETKOMBICIIEHHO OTHOCATCA K IMYOJUKalUK JTUYHON MHGPOpMauu B
I/IHTepHeTe, HE ITIOHUMasi BO3MOXHBIX HOCHGHCTBHﬁ. TeI JaX€ HC CMOXKENIb J0TradaTbCsa O TOM, YTO
dboTorpadus, pa3MeIIeHHas 5 JIeT Ha3a, cTaja MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapum, pasmenienue TBoux Gororpaduii u 1pyrue 1eMCTBUS MOTYT HE HCUC3HYTh
Jla’ke MOCJIe TOTo, KaK Thl UX yJaIUIIb. Thl HE 3Haellb, KTO COXpPaHUI ATy HHGOpMaILIKIO, Morana
JU OHa B TMOUCKOBBIE CHUCTEMBbl M COXpPaHHWJIACh JIM OHA, a IJIABHOE: YTO MOAYMAlOT O Tebe
OKpYXalollee JIF0AU, KOTOPble HAMAYT U YBUAAT 3TO. HaliTu MH(pOpMAIMIO MHOTO JIET CIYCTS
CMOKET JIF000# — Kak 13 JOOPBIX MOOYXKACHH, TaK U C HAMEPEHUEM MIPUUUHUTH Bpell. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON peryTalluu:

1. Tlomymaii, mpexae 4eM 4TO-TO MyOJIMKOBaTh M IepenaBaTh y ceOs B Ojore Wiu B
COIIMAIBLHOM CETH;

2. B nactpoiikax npo¢uisi yCTAaHOBH OTpaHUYCHUS Ha MPOCMOTP TBOETO MPOQUIISL U €ro
COJICP’)KUMOTO, CIIENail €ro TOJIBKO «IUIS IpY3eh»;

3. He pa3memnaii 1 He yka3bIBail HHPOPMAIIUIO, KOTOpask MOXKET KOTO-TH00 OCKOPOISThH
WJIH OOMKATh.

Aemopckoe npago

COBpeMeHHHC IMKOJIBHUKHW— aKTHUBHBIC I1IOJIb30BATCIIN I_II/I(I)pOBOl"O IMPpOCTPAHCTBA. O,Z[HaKO
JaJICKO HC BCC 3HAKOT, YTO IMOJB30BAHHMC MHOTI'MMH BO3MOXXHOCTAMU I_II/I(i)pOBOFO MHUpa Tpe6yeT
CO6J'IIO,Z[6HI/I$I IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCT.

TepMuH «uHTEIUIEKTyaldbHAass COOCTBEHHOCTbY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHIM
YeJIOBEUECKOr0 yMa, HauWHas ¢ HOBBIX M300peTeHni U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh
Ha TpPOAYKTHl M YCIYyrM , M 3aKaHUMBas KHUTamH, (oTtorpadusmu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE IIpaBa — 3TO MPaBa Ha MHTEIIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOMU3BEICHHUS
HayKH, JINTEpaTypbl U UCKycCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUYECKUH TPYyA aBTOpa HE OyIeT HampacHBIM, JIaCT €My CIIpaBeIIMBBIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTax CBOEro TPyJa, NOJYYUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkro 6Ge3 paspemieHust aBTopa He MOKET BOCIIPOU3BOUTD €ro MPOU3BEICHHE, PACIPOCTPAHSTS,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOJAaBaTh, HMMIIOPTHUPOBATH, IIYCKaTb B IMPOKAaT, ITyOJIWYHO
UCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3memaTs B IHTepHeTe.

Hcnonb30BaHue «IUPATCKOrO» MPOTPAMMHOIO 00eCIIeueHUsI MOKET IIPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOMM aKKayHTaMm /0 OJOKHPOBKH TBOETO YCTPOWCTBA, T/E
YCTaHOBJICHHBIM HE JeranbHas nporpamma. He crout Takxke 3a0bIBaTh, 4YTO CYLIECTBYET
JerajgpHble U OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopmane

CereBUYOK.p) — TBOW TJIaBHBI COBETUYMK B CETU. 3JE€Ch THl MOXEIIb Yy3HaTh O
0€30MacCHOCTH B CETU TOHSITHBIM W JIOCTYITHBIM SI3BIKOM, a TIPHM BO3HUKHOBEHUM KPUTHUUYECKOU
CUTYyallMl OOpaTUTHCSA 3a COBETOM. A Take MPHUHATH y4acTHE€ B KOHKypcax M CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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